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q The Challenges to the Medical Decision Making System posed
by mHealth
mHealth will lead to a huge increase in the amount of medical data being gathered and
processed, shifting the balance in the doctor-patient relationship and encouraging recourse
to automated decision-making, thus raising numerous policy issues.

12 Location-Based Healthcare Services
The rapid increase in the number of mobile terminals with positioning capabilities will open
up new avenues for location-based eHealth services. In order to facilitate their mass adop-
tion, policies need to carefully consider citizens’ rights.

21 Electronic Health Records: a key enabler for eHealth
Electronic health records will create new options for healthcare delivery. However, issues
of confidentiality and privacy need to be balanced with the requirements for increased
communication between medical practitioners.

27 Skills and Competencies for the Future of eHealth
The widespread adoption of new technologies in the health sector will require all stake-
holders to acquire new skills. This is particularly relevant considering the under-investment in
training and education that tends to affect the health-care sector.

34 Science and Technology Roadmapping: implications for eHealth
S&T roadmapping studies are a valuable tool with which to analyse the challenges faced by
European healthcare systems dealing with issues such as budgetary constraints and an ageing
population.

41 eHealth and the Elderly: a new range of products and services?
The ageing population in Europe will give healthcare and social support services an
increasingly central role. eHealth and eCare can help to provide such services efficiently with
appropriate technological and organizational support.

48 Brief note: eHealth-related aspects of foresight

Erratum

There was an error in the format of the graphs in the article entitled “Land Area Requirements to Meet

the Targets of the Renewable Energy policies in the European Union” by Boyan Kavalov (IPTS), which

was published in issue 80 (December 2003). The corrected graphs are shown at the end of this issue.
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The classical paradigm
of a one-to-one
relationship belween
patients and doctors is
likely to be challenged
by the widespread

adoption of mHealth

The Challenges to the Medical Decision
Making System posed by mHealth

Andrzej M. Skulimowski, Progress & Business Foundation, Poland

medicine”.

Issue: The classical medical paradigm assumes a personal relationship between patients
and medical practitioners. This relationship is reflected in the way medical infrastructure
has evolved to be tailored according to the availability of medical staff. Mobile health will
have a twofold impact on health care: it will imply changes in the way healthcare is financed
and a move towards unification between professional medical care and so-called “home

Relevance: mHealth will enable the number of medical readings taken at any one time to be
increased considerably. This creates a need to integrate automated mobile medical systems
into a new concept of healthcare policy and will have an impact on policy regarding medical
insurance, medical liability and the funding and provision of medical care.

Introduction

Health (mobile health) is one of the
major challenges being faced by both
medical practice and healthcare poli-

L. cies. The impact of mHealth is likely to
be more far-reaching than other developments
such as nanomedicine and genetic therapy as it
will create an urgent need to review the way
healthcare is financed and blur the boundaries
between professional medical help and so-called
“do-it-yourself” medicine (i.e. minor treatment or
self-medication without consulting a physician, but
based on previous medical treatment experience,
popular medical literature, or a pharmacist’s ad-
vice). On current trends, mHealth systems will be
more widely offered by mobile phone providers,

and simple, yet important functions may even be

offered as built-in features of mobile phones. This,
in turn, will imply that technology providers ac-
count for a larger than ever share of the total value
of medical services. Consequently, systems for the
provision of medical care may have to accommo-
date new expenses, incurred by services from
outside of the traditional healthcare system.

On the other hand, the classical medical para-
digm assumes a one-to-one (or more) relationship
between patients and medical practitioners when
making a medical diagnosis or another relevant
decision concerning therapy or prevention. This
relationship has been reflected in the medical infra-
structure, which is tailored according to the availa-
bility of medical staff. mHealth would make it pos-
sible to drastically increase the number of medical

readings taken at any one time, as the patient is

The views expressed here are the author’s and do not necessarily reflect those of the European

Commission.
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no longer bound by a direct link to a physician or
nurse. It is expected that the number of persons
using mHealth-based monitoring or therapy will
soon exceed the number of medical personnel
monitoring the use of mHealth equipment. This will
create an urgent need to use automated medical
diagnosis systems and to re-think the concept of
physician-based healthcare. Furthermore, techno-
logical developments could make new policy
measures necessary, especially regarding regula-
tion of issues such as medical insurance and lia-
bility, and conceming the financing of medical

services offered by electronic media providers.

While medical expert systems have been the
subject of intensive R&D for several decades, they
are still regarded as tools supporting decisions
finally made by medical professionals. The large
number of mHealth systems may mean that the
number of decisions that needs to be made
simultaneously far exceeds the capacity of existing
medical procedures. This could lead to an in-
cremental transfer of medical competencies to
artificial-intelligence-based systems, starting with
the simplest (or least controversial) decisions and
eventually leading up to those involving processing
large data sets and involving a degree of risk.

Although the ageing of European societies will
lead to an increase in the absolute number of those
needing continuous medical monitoring, older
patients may, nevertheless, continue to show an
above average resistance to “depersonalized”
medicine. However, there is likely to be a tipping
point some time in the future, after which
development of automated medical decision-
making systems will move much more quickly,
thus changing the medical paradigms and in-
fluencing patients’ habits and expectations. The
corresponding scenarios, showing the possible
future developments and bifurcation points in the
future of European healthcare are discussed at the

end of this article.

Mobile health: The present state-of-the-
art, classification and current trends

The emergence of new medical technologies
results in changes in medical terminology and may
sometimes lead to confusion. In the older medical
literature mHealth usually meant “mental health”,
sometimes “men’s health”. Today mHealth (or m-
health) is widely accepted as an abbreviation used
to mean “mobile health”, which — in turn —usually
means “medical services for a spatially unbound
patient”. Sometimes, especially in US sources, this
notion is expanded to embrace the idea of a
“spatially unbound physician (or other medical
personnel)”, e.g. a physician using a PDA to con-
sult medical databases during the examination of a
patient. For the sake of clarity, and to concentrate
on the policy and social implications of mHealth,

we will adopt here the first interpretation only.

Another medical term, which has acquired
considerable popularity, is telemedicine. Despite
the fact that it is often confused with, or used inter-
changeably with mHealth, its meaning is different
as it focuses on the transfer of medical data, parti-
cularly medical images. While the use of tele-
medical technologies does not assume a moving or
unbound patient, there is one important common
point with mHealth, namely the fact that medical
diagnosis takes place remotely. Conversely, vir-
tually all mHealth applications involve the tele-
transmission of certain medical data, although one
can also imagine autonomous mHealth systems,
whereby a treatment decision follows an auto-
mated diagnosis, and the therapy or a preventive
action is undertaken by an autonomous mobile
medical system equipped with diagnostic devices
serving as a source of data.

Based on the definitions given above, mHealth
systems can be classified according to the charac-
teristics of the source and destination of the med-

ical information flow:

The
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A rapid increase in
the number of people
whose health is being
monitored by mHealth
technologies s likely
to lead to a gradual
automation of many
medical decision-

making processes

mHealth is about
monitoring the health
status of, or providing
treatment to, people who

are on the move
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patient to (medical) supervisor,
patient to physician,
physician to physician,
= physician to expert system,
patient to medical CRM system (management
of patients and medical interventions).

Depending on the target group mHealth sys-
tems can be classified as follows:

mHealth for hospital patients (i.e. moving with-

in prescribed strict spatial limits),

mHealth for healthy people (preventive

mHealth),

mHealth for the chronically ill or vulnerable

individuals.

mHealth for medical personnel would fall
outside of the above categories, but — as already
mentioned — we will not study this case here,
concentrating instead on the direct impact of new
m-diagnosis and m-therapy technologies on

patients.

Another classification, which derives from the
technology used in mHealth systems is given in
Table 1.

More technological details can be found on
the numerous web sites devoted to mHealth!. A
typical mHealth system, which is a subject of this
paper is presented in Fig. 1.

Finally, the future development of mobile
health will be driven by its ability to respond to the

m-tachadlogy _
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needs of the target groups, seeking location-inde-
pendent diagnosis, monitoring or therapy. Priority
for mHealth services is likely to be given to the
following health conditions:

cardiovascular system diseases, especially

those at risk of a heart attack,

diabetes,

bronchial asthma, especially its acute forms.

Elderly people will generally need mHealth-
based monitoring, even if their health is satisfac-
tory, forming thus an intermediate group between
mHealth focused on the sick, on the one hand, and
preventive mHealth, on the other.

Preventive mHealth will address also healthy
people at risk, such as:

airline pilots and bus drivers,

sportsmen,

workers working in extreme or isolated

environments (such as sailors),

policemen and soldiers,

public figures,

prisoners,

and other groups who face a subjective or

objective sense of risk of injury or an acute disease.

Unlike mHealth systems targeted on the sick
and elderly, preventive mHealth will focus on
detecting injuries, accidents and heart attacks or
strokes. Military mHealth applications are more
specialized and therefore fall outside the scope of
this article. Nevertheless, military mHealth techno-
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Figure 1. Patient-oriented mHealth system
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logy will continue to play an important role, while

civilian mHealth systems are being developed

Current mHealth devices are able to conti-
nuously monitor an individual’s pulse and blood
pressure, detect breathing abnormalities associated
with bronchial asthma and other chronic respi-
ratory system diseases. Sleep disorders also seem to
be one of the main areas in which there is consi-
derable experimentation with mHealth techniques.
Home observations with mobile equipment are
often the only practical approach that is con-
venient and acceptable for a large number (up to
40% of the European population suffer from some
form of sleep and/or breathing disorder) of
potential patients. Continuous monitoring of heart
and brain functions (m-ECG and m-EEQC) is pos-
sible from the technical point of view, yet difficult,
due to the presence of so-called artefacts, i.e.
various perturbing signals and noise. Therefore the
appropriate signals are usually measured and
transmitted at regular intervals instead. Similarly,
monitoring blood content is both inconvenient and
unnecessary, since it does not change rapidly

under normal circumstances. For mHealth appli-

cations, e.g. those already widespread in diabetes,
there are mobile devices allowing incidental blood
analyses to be made and transmitting the results to
the medical supervisor (a physician, a database, or
an automated diagnosis system). Continuous blood
content monitoring as well as real-time medical
imaging may be useful in a hospital environment,
especially when monitoring the impact of phar-
macotherapy, pre- or post-operative patients and
recovery processes without affecting the mobility

of patients inside the hospital.

The rapid progress of telemedical systems and
mHealth is a phenomenon of the last decade and
it has no doubt not yet reached its culmination.
Results achieved so far include the definition of
a medical information transmission protocol
(DICOM - Digital Image Communication) and the
emergence of numerous professional telemedicine
applications and the first large-scale public mobile
systems offered by mobile telephony providers. The
huge market for medical services, so far mono-
polized by incumbent healthcare organizations,
will soon be invaded by low-price mobile medical

services providers, using medical personnel only

The IPTS Report

Current mHealth

devices are able to

an individual’s pulse
and blood pressure and
to detect breathing

abnormalities
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The next stage in the
development of mHealth
18 likely to involve more
widespread use of lower-

cost systems with less

dirvect involvement of

medical practitioners

One of the key benefits
of mHealth is its abilily
to shorten the lime
laken Lo identify and
react o a medical
emergency. More
advanced systems
ey one day even be
able to start initial
treatment before
medical assistance

arrives
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for operational and incidental tasks. The impact of
this process on the European healthcare policy and
social attitudes towards medicine will be outlined
in the next section.

Mobile health: the future technology
development and its implications

on policies and social perception

of health care

The implications of mHealth systems on health
care are closely connected to the continuous evo-
lution of medical techniques. They may be charac-
terized by their shortening to a minimum the time
taken to provide medical assistance to those in
need. Currently, an m-diagnostic system with an
alert function may make it possible for the device
to call for medical aid sooner than the patient or
his/her family or friends could. In many cases, es-
pecially when cardiovascular diseases are concern-
ed, time is critical for the patient’s survival. A more

advanced system may be equipped with an autono-

mous m-therapy function, which could allow
emergency action to be taken, such as delivering a
nitro-glycerine injection, even before medical as-

sistance arrives.

Figure 2 shows the estimated reduction in the
expected time taken for assistance to arrive when
using mobile diagnostic systems. The estimated in-
crease in the survival rate for some major groups
of patients when using m-diagnostic and m-thera-

peutic systems is shown in Fig.3.

The social acceptance of mHealth is rarely
questioned, since the evidence gathered with
existing telemedicine applications (Mair and
Whitten, 2000) shows that patients appreciate the
freedom of moving, the avoidance of time-consum-
ing stationary medical examinations and the stress
associated with them, and are convinced of the
quality and timeliness of the mHealth systems.
Existing applications, however, are dedicated to

chronic diseases, whose symptoms and therapy are

Figure 2. Reduction in rescue wait time for a randomly
moving patient
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Source: Author’s estimates, 2003.
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Figure 3. Survival rate as a function of time and the
percentage of patients using mHealth systems
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very well known to sufferers, so the automatically
generated treatment recommendations are repeti-
tive and easily accepted. Thus, as a side effect of the
expansion of mHealth systems one can expect
growing acceptance of medicine without the
presence of a physician, which may also manifest
itself in increased self-medication (i.e. without a
prescription), increased demand for medical litera-
ture and visits to medical web sites, and a growing
resistance to “them and us” attitudes in medicine.
Advanced medical applications available as a part
of “do-it-yourself” medicine and access to medical
expert systems may play a similar role as “user
friendly” computer applications in the 80s, which
made computing accessible to users without in-
depth knowledge of programming techniques and
digital electronics. It is also noteworthy that in
poorer countries hopes of improving the overall
quality of health care are often associated with
eHealth and mHealth applications and these hopes
prevail over any fears that may exist (see, for
example, PRISMA Guideline 8).

Progress in this direction may be hindered by
another possible future social phenomenon, how-

ever, namely the potentially growing fear that the
excessive use of personal mobile electronic devi-
ces might lead to health risks. This would most
likely also affect attitudes towards m-devices used
for long-term health services. It cannot be ruled out
that scientific evidence backing such a cautious
attitude may be found in the future, which could
affect the overall development of mobile tech-
nologies.

More sophisticated future mHealth applications
will presumably be able to make less clear-cut de-
cisions, based on the analysis of large data sets and
associated with a certain degree of risk, thus indi-
cating the need to make changes in the legislation

concerning medical liability and data protection.

A set of procedures will be needed, backed by
appropriate policy measures, which will guarantee
that the risks associated with an action recom-
mended by the autonomous mHealth system is
controlled and that hard or doubtful cases will
indeed be presented to a competent medical prac-
titioner. The liability of the mobile technology

provider, medical diagnostic software producer (if

The
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making functions,
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communications

operators

different from the latter), the on-line medical team
handling the hard and ambiguous cases, and pa-

tients themselves needs to be clearly demarcated.

Another issue is that - in addition to the infor-
mation coming from phone calls - mobile com-
munications providers will have access to personal
medical data on mHealth system users. This in-
formation needs to be protected against incidental
or deliberate disclosure to third parties, except the
medical personnel directly involved in providing
care. One can assume that the procedures sup-
porting the use of mHealth systems will be outlined
in the legislation and that they may become a
part of the licences assigned to mHealth systems

providers.

The next impact is the envisaged increase in the
overall effectiveness of healthcare financing due to
m-prevention, m-diagnostics, and m-therapy. It is a
well known fact that spending on prevention is
generally much more effective than paying for
treatment once a disease has become apparent.
However, often appropriate preventive program-
mes are not in place, or it is hard to convince some
people to visit the doctor before the symptoms of
disease emerge. mHealth can change this by
providing easily accessible devices to perform
diagnostics at home or on the move. Therefore,
depending on the prevailing health care policy, the
use of mHealth applications may enable better

care to be provided more cost-effectively.

As exemplified by simple calculations and
earlier studies (Bhargava et al., 2001), the social
and economic justification of introducing mHealth
systems into healthcare can be accomplished by
the classic tools used for the evaluation of the
healthcare policies, such as cost-benefit analysis
(CBA) and cost-effectiveness analysis (CEA), which
also often include an element of risk management.
The diagnostic/therapeutic mHealth financing

model should take into account the average price

@ IPTS, No.81 - JRC - Seville, February 2004

of traditional medical services, the population
density, the costs of supplementary mHealth equip-
ment and mHealth back-office support, the esti-
mated number of patients or vulnerable indivi-
duals, and their distribution in the area under in-
vestigation. One can consider in the same model
different mHealth applications, different equip-
ment and types of support to elicit an optimum set

of diseases to be covered by the mHealth system?.

The cost-benefit analysis of preventive mHealth
is even more straightforward, given the fact that
prevention is cheaper in “traditional” medicine
as well and that preventive mHealth applications
can be more standardized and focused on non-

intrusive data gathering.

Last, but not least, it is worth noting that
mHealth applications may increase the potential
market for 3G and 4G mobile communication
systems. It may well turn out that mHealth features
may be more attractive than the video transmission
capability so often presented as the main appeal of
3G+ mobile phone systems, especially to older
users. This could make the technology potentially
good for the financial health of telecoms operators
burdened by expensive 3G license fees too (in very
sparsely populated areas the same argument may
apply to satellite phone operators). In addition,
mHealth creates another relevant field of appli-
cations for GPS/GSM systems, such as Galileo,
whereby any perturbation in vital signs could be
detected and reported by an mHealth application,
then combined with a GPS localization function to
optimize the rescue time (see the article on this
topic by Rodriguez and Cabrera in this issue of the
IPTS Report).

Conclusions

The overall development of mHealth can
proceed according to an optimistic or a more pes-

simistic scenario, as outlined below. Depending on




the policy approach taken, mHealth could either
be used to bolster the overall quality of healthcare
by providing an immediate and reliable source of
medical help, it could be used as a cheap surrogate
for medical services, or it could be marketed as a
value-added service paid for by mobile phone
subscribers together with their monthly charges.
Clearly, the approach taken will determine wheth-
er mHealth reduces inequalities of access to health
care services by making services available remo-
tely and free or at low cost, or whether it widens
inequalities by being marketed as a luxury for
people willing and able to pay for a potentially

high-cost additional service.

Even if we assume that mHealth will sup-

plement traditional healthcare by replacing just

Keywords

simple tasks or entering previously unexplored
domains, the availability of mHealth services could
result in a drop in demand for “stationary” (i.e.
non-mobile) medical services, possibly leading the
healthcare system reacting to defend its financial
interests (healthcare consumes up to 20% of GDP
in developed countries). Consequently, the devel-
opment of mHealth will require harmonization

with the overall evolution of health care.

Policy-makers need to frame regulations
in such a way as to ensure equitable provision
of mHealth services. Nevertheless, success of
mHealth cannot be taken for granted without a
positive social attitude, which may depend on a
number of objective and subjective factors, some

of which have been alluded to above.

mobile health (mHealth), telemedicine, medical decision-making, foresight, health care policy.

Notes
1. See, for instance, www.daou.com

2. taking financial contributions from medical insurance, patients’ fees, community and national

contributions, as inputs, and using a multiple criteria decision model in which the quality of treatment is

represented by medium-term (1-2 years) and long-term (5-15 years) health indicators, one can calculate a

set of optimal financing policies, parameterized by the total healthcare expenses over unit of time.
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